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GIAI PHAP U'NG DUNG

Chu dé: Industrial Ethernet Bridge and Firewall (WALL IE_Helmholz)

I. Cac tinh nang ciia WALL IE

WALL IE la m{t bridge and Firewall (twong Itra) trong mang céng nghiép. Thiét bi nay dwoc str dung dé tich
hop cdc thiét bi dién tw dong tir cdc 16p mang khdc nhau hodc trong cung mot lop mang nhwng cé thé giéi

han dwoc khd ndng truy cdp vao thiét bi bén dwdi thong théng qua “rule-diéu kién cho phép” dwoc thiét Igp
trén Wallie, gitip tao nén mét mang sdn xudt t6i wu nhdt.

Chirc ndng chinh la Bridge va NAT

+ Bridge: Trong mét I6p mang chiing ta tao mot cdu phdn cdch, cdc thiét bi truy xudt ldn nhau théng qua Port
giao tiép. Piéu nay giéng nhw chiing ta muén vao nha ciia mét ai dé thi cin ngwdi dé mé civra cho phép ta vao.

- Chirc ndng Bridge mode
Véi chire ndng nay Wallie cho phép loc cdc gdi tin tir noi g&i dén noi nhdn (cdc thiét bi, mdy méc bén dwéi)

theo diéu kién quy dinh ddt trwoc trong Wallie, khi d6 mang chiing ta nhw dwoc cdch ly thanh 2 vung riéng
ma khéng cdn st dung dia chi IP khdc nhau.
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+ NAT: Trong mét mang, mdi thiét bi cé6 mét dia chi IP riéng, khi dwa géi tin ra ngoai théng qua Wallie va st
dung chirc ndng NAT thi dia chi IP dé sé dwoc chuyén ddi sang dia chi IP khdc dé giao tiép véi cdc thanh phdn
bén ngoai. Néu bén ngodi gdi lai géi tin thi sé gwi dén dia chi bén ngoai dé va Wallie c6 nhiém vu dwa géi tin
dén diing dia chi mdy bén trong.

varLIE Helmholz

WALLIE Helmholz

waicoma 1o WA LLIE

- Chirc nang NAT
Nh¢r ¢6 tinh ndng NAT (bao gém 1:1 NAT hay goi Basic NAT, va NAT port) ma Wallie cho phép cdc thiét bi &

cdc I6p mang khdc nhau cé thé'lién lac dwoc véi nhau théng qua co ché chuyén déi IP, Port.

10.10.1.0/24
10.10.1.10 10.10.1.20

Virtual IF Machine IP
10.10.1.11 —* 192.168.10.1
10.10.1.12 —+ 192.168.10.2
10.10.1.13 —* 192.168.10.5
10.10.1.14 —* 192.168.10.50
10.10.1.15 —* 192.168.10.100

192.168.10.5 192.168.10.0/24

e m
FEEEEEEY geww
- [

FERIENNE mmaa
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10.10.1.0/24
10.10.1.10 10.10.1.20

—+ 192.168.10.1:80
—+ 192.168.10.2:102
~—+ 192.168.10.5:80

Virtual IP: Port Machine IP: Port

Extern (10.10.1.1)

Intern 192.168.10.5 192.168.10.0/24

—

192.168.10.1 192.168.10.2 192.168.10.50 192.168.10.100

- Vi tinh ndng loc (filter) cdc goi data nhw trén thi tin tdc c6 tdn céng vao cling khéng thé thdm nhdp dwoc
dén thiét bi. (cdc goi tin sé bi chdn bdi cdc “rules” hodc néu qua NAT thi tin tdc khéng biét dwoc dia chi IP

private ctia cdc thiét bi)

Company network 10.10.1.0/24
10.10.1.10 10.10.1.20
External IP Internal IP

10101 = 192.168.10.204

= 10.10.1.1 —— 192.168.10.205

b 101000 - 192.168.10.206

101011 ——— 192.168.10.207

S 101010 = 192.168.10.208

10.10.1.1

External (WAN)

XXX, XXRXHH KK

Internal (LAN)
KRN KRR KX KX
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MK XXX NN

Machine network XXX XXK. XXX XX/ XK

- Chirc ndng loc véi MAC address: Méi thanh phdn tham gia mang cé dia chi MAC duy nhdt nén muén han
ché khéng cho truyén théng vdi thiét bi khdc thi ching ta cé thé tao mot list sdch cdc thiét bi dwoc phép
truyén théng nhau hodc hodc khéng dwoc phép.

MAC Filtering:
Default MAC Policy: | Whitelist = Blackiist
# MAC Interface Comment Status
a 14 DAES:AEFE.68 WAN LAPTOF BINH 17} °
1 24:EA40:01:2D0F LAN netLink, dien day du ca thanh phan MAC tham gia @
WAN N active v
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